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Digitisation and cyber security
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How secure is our power supply ?
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Substation (Mettlen)

https://www.solutec.ch/en/aktuelles/referenzen/hs-netze/380-220kV-Schaltanlage-UW-METTLEN.php
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How secure is our 

power supply? 

https://www.youtube.com/watch?v=UF5EDV6T7es
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Substation protection devices, protocol converters, automation (IEDs)

https://new.abb.com/substation-automation/products/the-power-of-one

https://www.directindustry.com/prod/siemens-energy-automation/product-30064-589133.html

https://www.se.com/in/en/work/products/product-launch/easergy/easergy-p3.jsp
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Naming via object model (IEC 61850 MMS)

ABB, Kirrmann, https://web.fe.up.pt/~asousa/sind/acetate/AI_EPFL/AI_421_IEC61850.pdf
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Attacks against substations – scenarios
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Not every intrusion is as ingenious as the media are led to believe.

In most cases, security breaches have simple causes:

▪ Malspam

▪ Weak passwords

▪ No 2FA

▪ Vulnerability of equipment or software (lack of patches)

Typical intrusion patterns



compass-security.com 10

Typical intrusion patterns
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MITRE ATT&CK framework
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Groups

MITRE ATT&CK framework
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Step 1

▪ Phishing e-mails with Word macro, BlackEnergy trojan loaded

▪ VPN logons and passwords stolen

▪ Network analysis and lateral movement

Step 2

▪ Malicious firmware developed

▪ SCADA environment taken over via user interface

▪ Disconnecting switch opened

▪ UPS shutdown orchestrated, firmware loaded onto converter, logs and disks deleted

▪ Denial of telephony service

Ukraine hack

https://ics.sans.org/media/E-ISAC_SANS_Ukraine_DUC_5.pdf
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Demo set-up

Attacker

Attacker IED
Remote Control
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Demo set-up
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How to react ?
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Sting operation

Also called «smash and grab». 

A direct attack to obtain a 

certain piece of information or 

to carry out an action.

Persistent infiltration

A prolonged campaign in 

which your adversary gains 

and maintains unauthorised 

access to your infrastructure 

over an extended period of 

time.

Intrusion patterns

Behaviour of attackers 

[Source]: https://www.slideshare.net/FrodeHommedal/taking-the-attacker-eviction-red-pill

https://www.youtube.com/watch?time_continue=3&v=WAvO0Y0nOws

https://www.slideshare.net/FrodeHommedal/taking-the-attacker-eviction-red-pill
https://www.youtube.com/watch?time_continue=3&v=WAvO0Y0nOws
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Fix the grid!
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2.6.1 Physical security principles 

(11) ... laptops, portable parameterising or remote-controlled 

PCs and handheld devices should be strictly secured and not 

used outside the ICS network.

Basic protection for «operational technology» in the supply of 

electricity 

https://www.strom.ch/de/media/8302

have to
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2.8.3 Remote access and authentication 

(3) ... access to the jump stations should take place by 

means of two-factor authentication and be monitored and 

controlled at all times. …

Basic protection for «operational technology» in the supply of 

electricity 

https://www.strom.ch/de/media/8302

have to
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. talk:~$ Thank you for your attention...


